


$ whoami – Dave Mayer

• Twitter - @dmay3r
• InGuardians
• Head of Red Team Operations
• Senior Security Consultant

• Specializing in Red Team and Pentesting
• Previous 
• Red Team for Financial Institution
• Infosec Generalist in Healthcare

• Alphabet Soup
• GSE, GAWN, GWAPT, GCIH, GXPN, GCIA, GCFE, GSNA, GSEC, OSCP ……….



Why this Talk?



Compromise of Backup Operator Account

• Most organizations have at least one (1) account in the Backup 
Operators Group
• Typically these accounts have been around for years
• Passwords usually aren’t changed  since creation
• Accounts may be migrated from one backup solution to another
• Used for backing up a large number of systems across the domain



Backup Operators History

• Built-in Container
• Backup Operators can override security restrictions for the sole 

purpose of backing up or restoring files.1

1. https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-b--privileged-accounts-and-groups-in-active-directory



Backup Operators - Not Possible

• No Remote Desktop Access
• No Local Administrator Permissions
• Cannot launch processes from over the network



Backup Operators - What’s Allowed

• Allows for local console login
• Log on as a batch job
• Shutdown the system
• Backup files/directories
• Restore files/directories



How to Use the Backup Permissions

• Must be run from a high integrity session
• Can be run from with network only permissions from RunAs
• Copy single file

• Copy Directory
Robocopy.exe <source folder> <destination folder> <file> /b

Robocopy.exe <source folder> <destination folder> /e /b



How to Backup Files



Error if not Run from High Integrity



Restoring Files
• Reverse source and destination



Privilege Escalation

• Default Domain Controllers Policy has the same GUID on all domains
{6AC1786C-016F-11D2-945F-00C04fB984F9}

• Group policy configuration files are stored on sysvol for all systems in 
the domain to access

\\ING-DC1\sysvol\InG.LAB\Policies\{6AC1786C-016F-11D2-945F-00C04fB984F9}\

• Defines privileges for systems for which this GPO is applied
<GPO PATH>\MACHINE\Windows NT\SecEdit\GptTmpl.inf



GptTmpl.inf



Privilege Escalation

• Use Powerview to get SID for account



Privilege Escalation

• Add permissions to GptTmpl.inf



Privilege Escalation
• Restore modified GptTmpl.inf to Domain Controller



Privilege Escalation



Targeting a System

• System we want to target

• GPO’s that are applied to the target system

• SID of the account being used to gain access



Targeting a System
• Powerview Get-DomainGPO



Targeting a System – User SID



Targeting a System – GptTmpl.inf 



Targeting a System – GptTmpl.inf

• Add SID of account



Targeting a System

• Local Administrators before modifying GPO



Targeting a System

• After machine updates Group Policy



Targeting System

• Adding Local Administrators around can get noisy

• Restore GPO to original

• Artifacts left on system



AD Auditing

• Is AD Auditing enabled?

• What is configured to be audited?

• What is logged?



AD Auditing

\\ING.LAB\sysvol\InG.LAB\Policies\{6AC1786C-016F-11D2-945F-
00C04fB984F9}\MACHINE\Microsoft\Windows NT\Audit\Audit.csv



AD Auditing

• Review the configuration file for settings

• Detailed File Share Auditing
• Logs all file share access
• Generates a large volume of events on a Domain Controller

• Directory Services Changes
• Logs all creation, deletion, and modification of AD Objects
• Generates a large volume of events on a Domain Controller



AD Auditing

• Settings are controlled by a CSV

• Backup Operators can restore files

• Let’s Disable AD Auditing



AD Auditing



AD Auditing

• Restore the modified Auditing file

• DC’s update Group Policy and replicate



AD Auditing

• GPO Editor 
respects our 
changes



Modifying the Registry

• Group Policy stores settings in Registry.pol files

• Can contain both user and computer settings

• Let’s edit one



Modifying the Registry

• Notepad won’t
work this time



Modifying the Registry

• LGPO.exe – Local Group Policy Object Utility2

• Parses machine and user settings separately
• LGPO.exe /parse /m Registry.pol > machine.txt
• LGPO.exe /parse /u Registry.pol > user.txt

• This provides the user and machine settings

2. https://www.microsoft.com/en-us/download/details.aspx?id=55319

C:\registry>LGPO.exe /parse /m Registry.pol > machine.txt
C:\registry>LGPO.exe /parse /u Registry.pol > user.txt



Modifying the Registry



Modifying the Registry



Modifying the Registry

• Add a malicious entry to HKLM

• Recombine user and machine LGPO files



Modifying the Registry

• LGPO.exe to generate new Registry.pol

• Restore as backup to the DC



Modifying the Registry

• Target Machine 



Modifying the Registry

• Once GP 
refreshes



Modifying the Registry



COM Hijack

• Not an in-depth discussion for COM Hijack

• Drop a dll to disk on the target workstation

• Modify GPO for that user to Hijack a COM object



COM Hijack

• Once GP refreshes



3rd Party Plugins

• Centrify
• Extends AD for Macs
• Uses Registry.pol files for settings

• Enable ssh on endpoints
• Add new local admins



More Manipulation

• Time Stomp the modified files

• Restore Originals after reaching Objective



NTDS.DIT

• Unable to backup with robocopy



NTDS.DIT

• Other third party programs

• Lack of programs to edit the file

• File will be locked when attempting to restore



Artifacts

• Local Admin account may remain

• Registry entries may remain

• Group Policy will accept the changes



Detection

• Default logging only 
indicates a network 
logon for the 
backup account



Detection

• Adding an account to a 
group via ADUC 
generates Event ID 4728

• Adding via GPO 
Modification does not 
generate a log enty



Detection

• Event ID 5145

• WriteData allows the 
backup account to write
to the file



Detection

• Once Group Policy updates additional events will be generated



Detection

• Alert on Event ID 5145 followed by 4719

• What additional items were changed while auditing was disabled?
• This can be tough to answer
• File Integrity Monitoring

• Were any changes made via ADUC?



What does this mean?

• There are numerous files related to AD on DC’s

• Keep Exploring

• Unintended methods of modifying files can bypass audit  logs



Conclusions

• Monitor when backup accounts are logging on

• Log changes to files on Domain Controllers

• Alert on changes that are unexpected



Questions?



Contact Info

•Email
•dmayer@inguardians.com

•Twitter
•@dmay3r



Upcoming Webinars

November 21, 12PM PST / 3PM EST
GHOST IN THE NETWORKS
Bob Hillery, Chief Operations Officer, CRO, InGuardians

December 19, 12PM PST / 3PM EST
INGUARDIANS INFOSEC PREDICTIONS FOR 2020
InGuardians Offensive Security Team

https://www.inguardians.com/webinars/

https://www.inguardians.com/webinars/


InGuardians Weekly Executive Briefing

Sign up for our once per week free information security briefing. 
Concisely written executive summary of the one topic our team has 
identified as top priority.

https://www.inguardians.com/brief/

https://www.inguardians.com/brief/

